RICHARD TAYLOR SCHOOL
INTERNET SAFETY
INFORMATION EVENING




RICHARD TAYLOR SCHOOL
INTERNET SAFETY
INFORMATION EVENING

 PARENTAL CONTROLS

 POPULAR GAMES AND THEIR FEATURES

* AGE RESTRICTIONS

« RESULTS OF SURVEY AND QUESTIONNAIRE

* |IDEAS AND RESOURCES FOR YOU AT HOME




OPINION FINDER

. WHAT WOULD YOUR CHILD SAY IFYOU ASKED THEM
‘HOW DO YOU MAKE SURE YOU’RE SAFEWHEN YOU
ARE ONTHE INTERNET?




KEY FACTS ABOUT CHILDREN AND THE INTERNET

* Children begin to access the internet from a young age. 3-4 year olds spend on average
8 hr 18 mins a week online, 12-15 year olds over 20 hours.

* 50% of | 1-16 year olds say it is easier to be themselves online (Children’s Commissioner
2017)

* 48% children 8-11 years old have a social media account (Ofcom 2016)




THE INTERNET IS A FANTASTIC TOOL

While online and using technology, children and young people are gaining new skills in:
* Communication

* Creativity

* Problem solving

* Research

* Confidence

* Money management

* Literacy and numeracy




PARENTAL CONTROLS

* Parental controls are not just about locking and
blocking, they are a tool to help you set
appropriate boundaries as your child grows and
develops.

* They are not the answer - but they are a good
start!

* Find your service provider and learn how to set
your controls.




Google SafeSearch

SafeSearch helps you to keep adult content out

of search results by screening websites that

contain sexually-explicit content and removing

them from the search results. e T
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YouTube Safety Mode
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Internet provider parental control

: Yours at
; no extra cost
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What it does

v Web blocking — by category or by address

Block these categories:

W Alcohol W Free Pages M Mut der Suicide ¥ Sex

™ Auction W Gambling I tews W Social etworking

¥ chat ¥ Games W tadity I Sports

v Dating M Hate Sites W Personal info I stocks

¥ pDistastetul i~ legal WV po nogt aply M Swimsuns

W prugs I Job Search W protanity ¥ Tobacco e ——
W E-Commerce ™ Jokes M school Cheating W vioclence

™ Entertainment v Lingetie ™ Seaen Engines v Weapons

W Free Mail vV Message Boards I Semch Terms
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Click on 3 categoy name 1o sae a descnplion of the webhsides wiihin that category

T --Mobile  Google Microsoft & vodafone  YxrHOO! }'9

teachtoday i i iswacy




What it does

v Allows you to set time limits for online use
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PARENTAL CONTROLS

* Controls can also be set for mobile phones, games consoles and Facebook.

* For more information on parental controls:

* Visit the CEOP Parents’ page (www.thinkuknow.co.uk/parents)

* Contact your service provider (BT, TalkTalk, Sky etc) All providers have different
controls but most provide them free if you contact them direct

* Google ‘parental controls’

* Leaflets on our website (e-safety page)



http://www.thinkuknow.co.uk/parents

STAYING SAFE ONLINE AT RTS

A list of some of the games and apps that featured in a recent questionnaire the children completed
in school:

* Roblox

* Five nights at Freddys
* Hello Neighbour

* Fifa I7

* Sims

* Minecraft

* Music.ly
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Minecraft - a
parents guide
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https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety/minecraft-a-parents-guide

musmal ly

|||||| ith passion, live musical.




STAYING SAFE ONLINE AT RTS

Key Stage 2

Before School After School Saturday Sunday
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STAYING SAFE ONLINE AT RTS

Early Years and Key stage |

Before school After school Saturday Sunday
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STAYING SAFE ONLINE AT RTS

On average 50% of children in EYFS and KS|I use a tablet on an evening.

72 children have access to an ipad or tablet on Saturday and Sunday

42 4 — 7 year olds use an iPad or tablet before school

|6 children under the age of 7 use a games console before school




STAYING SAFE ONLINE AT RTS

* 25% of KS2 children use a mobile phone BEFORE school.

* 52% of children aged 7-11 use a tablet on a Saturday and Sunday

* 62 children in KS2 use a games console on an evening after school.




Online Safety Key stage | “

Pupils responded that they have a computer, tablet or mobile 7%
device at home

Pupils responded that an adult always knows what games they 55%
are playing on a device

Pupils responded that they mostly use a computer at home by 64%
themselves

Pupils responded they use a device to go online/ use the internet 70% —
Pupils responded that an adult always knows what they are 46%

looking at online

Pupils responded that they have friends online that they don’t 1 7%
know in real life

Have lessons at school about online safety 56%




DATA IN NORTH YORKSHIRE 2016 (2104)

Year 2 Boys Boys Boys
Pupils Year 6 Year 8 Year 10

Communicate with  17%
people online that

they don’t know in ~ 19%
real life Boys

14%
Girls

Sending messages
to one of two
people

Video chat

Online games

Picture/video
sharing sites/apps

13%
(17%)

38%
(40%)

35%
(43%)
51%
(56%)
28%
(29%)

17%
(18%)

57%
(66%)

39%
(49%)

61%
(65%)

41%
(42%)

25%
(30%)

73%
(80%)

44%
(49%)

63%
(63%)

49%
(52%)

Girls Girls Girls
Year 6 Year 8 Year 10
4% 11% 16%
(7%) (12%) (26%)
55% 12% 85%
(57%)  (86%)  (92%)
49% 58% 60%
(56%)  (61%)  (58%)
10% 9% 8%
(14%)  (10%) (8%)
38% 60% 73%
(42%)  (63%)  (74%)
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2016 DATA IN NORTH YORKSHIRE

Boys Boys Boys Girls Girls Girls
Year 6 Year 8 Year 10 Year 6 Year 8 Year 10

Seen pictures, videos 5% 5% 8% 6% 9% 17%
or games they found (14%) (9%) (10%) (16%) (15%) (22%)
upsetting

Someone writing or 8% 8% 11% 10% 19% 24%
showing things to (12%) (11%) (14%) (15%) (25%) (30%)

hurt or upset you
(text, pictures,
videos)

Sent something then 2% 3% 6% 2% 6% 11%
wished they hadn’tor (9%) (5%) (8%) (14%) (10%) (20%)
thought more about it

Seen sexually explicit  N/A 11% 26% N/A 10% 20%
images, videos or (18%) (33%) (13%) (30%)
games

Received sexting NA 12% 24% NA 15% 33%

- Images




OFCOM SURVEY
RESULTS

Percentage of children who use YouTube website or app
Aged 3-4
Aged 5-7

Aged 8-11

Aged 12-15
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DOES YOUR CHILD KNOW MORE THAN YOU!?

* An Ofcom study in 201 | found that 70% of parents of
children aged |2 — |5 felt that their children knew

more about the internet and modern technology than
they did.

* Do you really know what your child is doing online,

who they are engaging with, and what they are talking

about?




Check the



https://www.net-aware.org.uk/networks/instagram/

Lucy and the

Instogrom
Social Networking b_OX

Everything is about interaction — people share,
exchange, create, etc.

Young people need to take on the responsibility of
being safe online users.

Need to teach them about safe online behaviour so
they can eliminate and reduce the risk to themselves
and others.

Young people don’t want the technology taken away
so they do tolerate certain behaviours.

B



https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware/

Social Media

« Webcam — school uniform and other clues In
the background

 Webcam left on or turned on remotely

* Pictures of children or parents or siblings social
network - tagging

* Privacy settings left open or incorrect

* Profiles — don’t have to provide all your
personal information / appropriate images

« A'friend’ passes on private info or pics
Do you know who you're talking to”?




Twitter
Facebook
Instagram
Pinterest
Google+
Tumblr
Readit
Snapchat
Secret

WhatsApp
LinkedIn | @

° o oction for
Age Restrictions for chidren
SOCiaI MEdia P'atforms YouTube

(Ages specified in terms as of 2014) Keek
Foursquare
WeChat
Kik
Vine Path Flickr
linder

18

(13 with
parents’
permission)




CYBER-BULLYING

« 24/7 - iInvasion of home/personal space

* Audience can be large & reached rapidly

 May attempt to be anonymous

* Often between children (peer to peer abuse)
— also across generations; teachers have
been targets

« Bystanders can become accessories

* Cyber- bullying incidents can act as
evidence — take screen shots/ keep the text




CYBERMENTORS

Username

Forgot Password? | Registel
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GEIGCEN  What is CyberMentors? Videos | Free stuff Do something positive! 1 Real life ‘I Safety Centre |

o Whois on this website? What is cyberbullying? What is bullying? How many people are affected by bullying?

Get Help Now?!

CyberMentors online
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-
beat bullying®

Search all users
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We're here to heip you

Whatis CyberiVientors?

CyberfMentors is all about young people helping and supporting each other online.

If you're being bullied, or are feeling a bit low, or are maybe troubled by something and you're not sure

what to do orwho to tallcto, then CyberMentors is where you can go for help. It deesn't matter how big

or small you thinkthe problem is, or whether you're being targeted online or offline, CyberfMentors ar
here to listen and support you.



http://cybermentors.org.uk/

Think U Know (Parents)

Information for Parents

Think U Know
This is the website for the Child Exploitation and Online Protection Centre.

The link provided here directs you to the Parents and Carers page.
This provides information about issues related to the use of the internet by
young people for Instant Messaging, Chat Rooms, Online Gaming, Social
Networking sites etc.

Safer Internet Centre

The Safer Internet Centre organises an annual 'safer Internet

Day, which puts the focus on current issues relating to online

safety. They are another source of useful information for both
parents and students,
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Most of our children are now using a variety of Social networks, but do you really Stay up to d
understand the dangers, or ways in which you can control and monitor their use? The safe in toda

NSPCC has a 'NetAware' site which tells you all about Facebook, Twitter, WhatsApp,
Snapchat, and their latest features.
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online. Luckily on this site you'll find a whole host of useful ways to keep your child safe.

Essential advice:

ol

Q

Parents: Supporting Young l
People Online (Leaflets)

More advice:

What do | need to know? A

Key advice for parents and carers including conversation starters

Need help?

Advice for parents and carers about how to make a report online

Have a conversation

Hot topics...

Parental controls

Gaming
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Home Introduction Information Parents ~ Children Maths Mole Blog Contact

Classes Internet Safety

You are here: Home Internet Safety
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E Safety at Richard Taylor School
Ribblesdale Th

e internet has changed all of our lives, particularly our children's. It is a wonderful tool but one which can

Dentdale put children at risk if they are not taught how to stay safe on line

Swaledale At RTS e-safety is at the heart of our computing curriculum. Your children are taught how to stay safe on
2Waie e = -

line
Nidderdale

Coverdale stay safe online and recognise the risks
Wharfedale There are many age appropriate activities which you can do with your children

Wensleydale CBBC

Staff CBBC have some great games and videos. Test your internet safety knowledge with Hacker, listen to some

Stay Safe songs with Helen Skelton



The internet is a wonderful
tool (if we use it wisely).




